
IN  THIS  ISSUE

HIPAA and Mobile Health APPS: 
What Developers Need To Know 
about App User Privacy 
Cindy J. Alvarado and 

Rakan F. Ghubej

Food Labeling: Is Mandatory 
Antibiotic Claim Labeling Needed? 
Brian Sylvester

Surviving the Canadian Food Recall 
Sara Zborovski and Mari Hotta

A PUBLICATION OF THE FOOD 

AND DRUG LAW INSTITUTE 

AVAILABLE ONLINE FREE TO MEMBERS    |    W W W.FDLI .ORG    |    MAR/APR 2015  



Cindy J. Alvarado is an associate of 

the law firm of Porzio, Bromberg & 

Newman P.C. in the Life Sciences 

Compliance, Commercialization and 

Regulatory Counseling practice, 

advising pharmaceutical, medical 

device and biotechnology companies 

on a variety of compliance-related 

issues.  Cindy also serves as a 

compliance associate with the firm’s 

subsidiary, Porzio Life Sciences, LLC.  

She can be reached at cjalvarado@

pbnlaw.com.

C
ooler weather and a new crop of Apples have become 

the tell-tale signs of autumn and the hot season for 

new technology. Apple’s 6 Plus delivered big (pun 

intended) last September, but the world of mobile health 

technology, mhealth, was in the spotlight for all of 2014 and 

shows no signs of moving.  Since the beginning of 2013, 

more than $750 million in venture capital has been invest-

ed in mobile health technology.1  In September 2013, the 

Food and Drug Administration (FDA) removed a potential 

roadblock to growth in the area when the agency identified 

the types of apps that would be the focus of its regulatory 

oversight, making both the actual cost and the time cost 
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involved in app development more 

predictable.2  The FDA also identified 

the types of apps it was less concerned 

with because of their lower risk to the 

public.3  Finally, the agency stated that 

it would not enforce its regulatory au-

thority over the lower risk apps, at least 

for now.4  Game-changing progress in 

mhealth followed in 2014.  

Apple, Google, and Samsung, big 

names in mobile technology with little to 

no background in health, made signif-

icant contributions to that progress by 

launching their own developer platforms 

speciically for the design of health and 

itness apps.5  SAMI (short for Samsung 

Architecture Multimodal Interactions) 

was the irst developer platform to go 

public when it launched in late May 

2014.6  Within a month of SAMI’s 

launch, Apple announced the upcom-

ing release of its own health platform, 

HealthKit, and Google announced its 

new itness-focused platform, Google 

Fit.7  HealthKit and Google Fit became 

available to the public last fall.8  

he health platforms were designed to 

make app development easier, to increase 

access to higher-grade data, and to im-

prove app design.9  All of these factors are 

expected to contribute to an enhanced 

and streamlined user experience that the 

industry hopes will win over, and the 

sooner the better, reluctant users.10  Skep-

tics, however, are not convinced that the 

technology is catching on with patients.11  

While one study touts skyrocketing us-

age of health and itness apps, reporting 

a 62% increase from December 2013 to 

June 2014,12 other reports claim that few 

of the 100,000+ health apps have had 500 

or more downloads and that two-thirds 

of the users that have downloaded an app 

no longer use it.13

Usage may be low, for now, but the vol-

ume is set to skyrocket in the very short 

term, bringing concerns and increased 

risks of exposing protected health 

information to an unintended recipient 

as data becomes accessible to, and shared 

between, diferent applications on a plat-

form.14  he technology sector has been 

quick to downplay privacy concerns.15  

Nonetheless, developers should be aware 

that privacy is a developer’s responsibili-

ty.  In fact, developers can be held directly 

liable for a violation of the Health Insur-

ance Portability and Accountability Act 

of 1996 (HIPAA), even when they are not 

directly responsible for the violation.16  

Developers don’t have to become 

privacy law experts, but gaining an 

understanding of when liability could 

arise is a precaution worth taking.  We 

will provide a brief background on some 

recent developments in mobile health 

technology, review the legal implications 

of sharing personal health data, and pres-

ent a framework for mobile app develop-

ers to better understand when HIPAA 

might apply and what to do about it.

Tech giants are paving the way 

for patient-focused mhealth 

technology. 

Apple, Google and Samsung created 

their developer platforms to enable the 

aggregation and exchange of information 

between mhealth apps.17  Interestingly, 

each platform is unique as far as the apps 

and devices it works with and who will 

be the ultimate “owner” of the data that is 

accessible to the platform.18  SAMI is the 

most “open” platform as it functions like 

cloud storage for your health informa-

tion, capable of accepting data from any 

app, wearable or device, and performing 

analytics on the data that users elect to 

make available to the open cloud plat-

form.19  SAMI facilitates communication 

between devices, enables the portability 

of user data from all platforms, and has 

the ability to collect data from multiple 

devices and sources to create a better 

picture of one’s health and itness levels.20  

To promote greater integration, among 

as many devices and applications as 

possible, Samsung has made its SimBand 

technology available to all manufacturers 

hoping others will build mobile devices 

using the same framework.21 

Similar to SAMI, Google Fit is also 

capable of accessing data from its own 

apps, wearables and devices, as well as 

those of third parties, and will be able 

to perform analytics on all collected 

data.22  HealthKit, on the other hand, is a 

developer tool speciic to the Apple iOS 8 

operating system, so it is designed to only 

work with apps built by, or approved by, 

Apple.23  Users of all three platforms will 

ultimately decide what information they 

share with the platform as well as which 

applications will be authorized to share 

data and leverage data from the plat-

form.24  Nonetheless, once the user shares 

their information, Apple and Google 

will gain ultimate authority over the data 

shared with their respective platforms.25  

Samsung, however, truly sets itself apart 

from the competition by allowing SAMI 

users to remain the “owners” of their 

own health data, even ater it is shared 

with the platform, an attractive selling 

point for SAMI.26  he key for users and 

developers is to be aware of these dis-

tinctions because data captured by each 

platform will be used in accordance with 

that platform’s view on acceptable use of 

customer data.27  

Based on the U.S. market shares of 

Google and Apple alone, the volume 

of health and itness data that could be 

made available via their developer plat-

forms is unparalleled. In May 2014, 52.1 

percent of smartphones in the U.S. ran 

on Google’s Android operating system, 

while another 41.9 percent ran on Apple’s 

iOS.28  Together, that means 160 million 
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smartphones, or 94 percent of the smart-

phones sold to U.S. subscribers, run on 

an Android or iOS operating system.29  

hat only accounts for shares of the 

domestic market.  Mid-2014 projections 

estimated Google’s Android would reach 

80 percent of the global smartphone 

market by the end of 2014, and Apple 

would hold another 14.8% globally.30    

There is a downside to (health) 

data sharing (but don’t worry, 

there’s an app for that).

Handling health data is a complicated 

task at any level, but the volume of data 

that may be accessible by these plat-

forms makes health information pri-

vacy a huge undertaking for these tech 

giants, particularly when you consider 

HealthKit is Apple’s irst foray into the 

health care space and Google Fit is only 

Google’s second (Google abandoned the 

aptly named, but otherwise unsuccess-

ful, “Google Health” in January 2012).31  

Apple seems to have recognized the 

impending hurdles and has partnered 

with Epic Systems and IBM, no strang-

ers to health data.32  Notwithstanding 

any strategic partnerships, none of the 

developer platforms have ofered app 

developers any solutions for protecting 

patient privacy and meeting standards 

imposed by HIPAA.33  hat said, not all 

developers will need a solution.

HIPAA imposes technical, administra-

tive and physical safeguard requirements 

for storing and transmitting Protected 

Health Information (PHI) and limits 

the use and disclosure of such data.34  

Mobile health apps capture a wide range 

of user data, from calories consumed, 

miles run, and steps climbed, to more 

sensitive information, such as medical 

diagnoses and prescription medications 

taken.35  Not all of the data captured will 

fall under HIPAA, so it is important for 

developers to gain an understanding of 

what PHI is and whether their applica-

tions could maintain or transmit it.36

PHI is individually identiiable health 

information (IIHI) that is transmitted 

or maintained in any form or medium, 

including electronic media, by a “covered 

entity” or a “business associate.”37  IIHI 

refers speciically to data that (i) identi-

ies an individual, or reasonably could 

identify an individual; and (ii) relates to 

the individual’s demographics, physical 

or mental health, or the provision of, or 

payment for, health care.38  Since there 

is no PHI without individually identi-

iable information, it is also important 

to be familiar with “de-identiication.”  

De-identiication refers to the removal of 

certain identiiers from a data set, such 

as names, cities, dates or social security 

numbers, so that an individual who 

could have been identiied by the data set 

before de-identiication could no longer 

be identiied ater de-identiication.39  

herefore, if circumstances allow for 

removal of certain data elements from a 

set of data, de-identiication may be an 

option for avoiding HIPAA altogether.40  

For example, where a health care 

provider transmits a patient’s PHI to 

another health care provider, the trans-

mission will be governed by HIPAA and 

would have to meet certain privacy and 

security requirements.  However, if the 

health care provider sending the data 

irst removed a number of identiiers 

from the data so the recipient could no 

longer identify who the patient was, 

then transmission of the data would not 

be governed by HIPAA and the health 

care provider would not be required to 

comply with any HIPAA requirements in 

transmitting or storing the data. 

In addition to understanding what 

type of information HIPAA applies 

to, developers must also understand 

who needs to comply with HIPAA’s 

standards.41  Originally, HIPAA only 

applied to “covered entities,” i.e., health 

plans, health care clearinghouses, and 

health care providers.42  Recently, how-

ever, HIPAA’s reach was expanded by 

the Health Information Technology for 

Economic and Clinical Health Act of 

2009 (HITECH Act).43  he HITECH 

Act called for “business associates” of 

covered entities to comply with HIPAA 

as well.44  A covered entity’s business 

associate is any person or entity that 

“creates, receives, maintains, or trans-

mits” PHI on behalf of a covered entity, 

without being an employee of that 

covered entity.  HITECH also expand-

ed the deinition of business associate 

to include persons or entities that 

perform services for, or on behalf of, 

business associates, such as vendors or 

subcontractors, if they create, receive, 

maintain, or transmit PHI.45  Basical-

ly, HIPAA could apply to just about 

everyone now.

Here are a few extra points for 

developers to consider in determining 

whether their apps need to comply with 

HIPAA.  First, at least with respect 

to HealthKit and SAMI, these plat-

forms were designed to enable users to 

not only collect their health data and 

transmit that data to their health care 

providers via the apps on the platform, 

but also support transmission of patient 

health data by a health care provider.46  

In fact, in late 2014, the European Com-

mission released a green paper in which 

it estimated a total of 97,000 health apps 

were available, 70 percent targeting the 

consumer wellness and itness market 

and 30 percent targeting health care 

professionals.47  hese 30 percent of 

mhealth apps include providing easier 

access to patient data, electronic patient 

consultation and monitoring, digitiz-

ing diagnostic imaging, or providing 
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information regarding pharmaceuticals 

and enabling e-prescribing.48  

Another important point for develop-

ers to understand is that an entity can be 

a business associate if it maintains PHI 

on behalf of a covered entity, or another 

business associate, even if that entity 

never views the PHI.49  For instance, 

cloud computing storage providers will 

be considered business associates if they 

have covered entity or business associate 

customers and those customers store 

PHI with the storage provider, even if the 

storage provider, as a rule, does not ac-

cess customer data.50  Finally, developers 

should be aware that intent plays no part 

in determining whether a HIPAA viola-

tion has occurred, though it does factor 

in to the penalties for a violation.51  his 

is why it is important to consider whether 

it is possible for an app to create, receive, 

maintain or transmit PHI for, or on behalf 

of, a covered entity or a business associate. 

If it is possible, then the safe bet is to make 

that app HIPAA compliant.

If a developer determines that it func-

tions as a business associate, it should be 

aware that its vendors or subcontractors 

that create, receive, maintain or trans-

mit PHI on the developer’s behalf, are 

also business associates and must also 

comply with HIPAA’s requirements.52  

Developers have a personal stake in their 

vendors’ compliance because they can be 

held liable for HIPAA violations commit-

ted by their vendors.53  

While Google, Apple, and Samsung 

have not addressed HIPAA issues facing 

users of their platforms outright, brand 

new compliance solutions are already 

emerging.54  One solution that was in-

troduced July 2014 is Medable, a startup 

from Palo Alto ofering a platform ser-

vice that is expected to assist developers 

in making existing mobile digital health 

applications HIPAA-compliant and 

assist in creating HIPAA-compliant apps 

from scratch.55  Medable’s plans include 

ofering full support applications to 

allow patient to provider and community 

communication as well as data sharing 

via wearables, implantables, and other 

devices.56  Another solution, TrueVault, is 

said to ofer a secure HIPAA-compliant 

application programming interface (API) 

for storing health data.57  Developers can 

use these and other solutions to address 

privacy and security issues without the 

need to become data security experts.58

Considering the following two questions 

will help developers determine which apps 

in development they should worry about, 

which they shouldn’t, and when it might 

be time to call the experts:

(i) Could the app create, receive, 

maintain or transmit Protected Health 

Information? 

(ii) If so, would the app do so on behalf 

of a covered entity or business associate?

Health care’s relationship with 

health tech.

Despite the buzz surrounding mhealth, 

the “traditional” Life Sciences industry 

has a reputation for playing the tortoise 

to health tech’s hare, a cautious approach 

more than justiied in light of the strict 

regulations imposed on the industry by 

the FDA, HHS, OIG, FTC, and oth-

er agencies.  Interestingly, unveriied 

reports released in late 2014 suggested 

the FTC already sought assuranc-

es directly from Apple that it would 

prevent sensitive health data collected 

by its upcoming smartwatch and other 

devices from being used without owners’ 

consent.59  hat said, the future of health 

care calls for the types of advantages that 

mobile health apps now ofer, especially 

the ability for health care providers to 

monitor patients, particularly those that 

sufer from chronic conditions, without 

requiring in-oice visits as well as a low 

cost and convenient method for assist-

ing patients with prevention and early 

detection of major health events, among 

countless other beneits.

he recent buzz around the new devel-

oper platforms, and other developments 

making the technology more accessible 

on an individual level, such as advance-

ments in wearables, have informed even 

the less tech savvy about the potential 

beneits of mhealth.  A recent study 

demonstrated the potential for signif-

icant health beneits and cost savings, 

not only for patients but for health care 

systems, through programs which use 

wearables and mhealth apps to monitor 

and communicate with patients outside 

of regular oice visits to improve patient 

management of chronic conditions.60  

Over only six months, the study resulted 

in improvements in patient health trans-

lating into savings of $1,000 or more per 

patient from doctor visits and treatments 

that could be avoided as a result of a 

program with a cost of only $300 per 

patient.61  For an industry shiting from 

a pay per procedure system to a pay for 

value system, when value is measured 

in terms of actual beneit to a patient’s 

health, these study results ofer the kind 

of numbers that should get the whole 

industry thinking mobile. 
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